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Course Name oIpn DY
Digital Circuits Lab D''NN90 D"INVP7R 0'722YN7 NTaYN
NNon NI nxNn oY NI'YVIAY NIYY | 100N0 | O1IZN 190N
Digital Circuit Design, Transistor v'o 0O7X 'ONo :NTaVn N 83315
Simulation, SPICE, Layout, Lab 9:00-12:00 'x

14:00-17:00 "'NUX
16:00-19:00 '% Ix
10:00-13:00 2 1x
13:00-16:00 '21x
16:00-19:00 11X

This course provides the participants with hands on experience in the schematic design, circuit
simulation, layout, and post-layout simulation of digital circuits. This practical course is made up of
three hour lab sessions using industry standard circuit design tools (Cadence Virtuoso) and actual
industrial process technologies to implement digital circuit design, analysis and validation from the
single transistor level to complex gate design. The course requires basic knowledge of digital circuit
and digital systems theory, as well as basic background in electronics and semiconductor devices.
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Course Name oNIpn DY
Digital VLSI Design (DVD) - From RTL to GDS D"70"a'T VLSI nidynl *7aun
NNon NIt nXINN Y NIYIAY NIYY [ 100N0 | O1IN 190N
Backend, RTL2GDS, Synthesis, N oTx 'oN9 | 9:00-12:00 'a nkxN N 83612
Place & Route, Chip Design 15:00-16:00 2 712N
16:00-17:00 2 X
17:00-18:00 1 :Ix

This unique course, provides the participants with a full theoretical and practical overview of the
implementation of an integrated circuit (chip), from logic design (RTL) to final layout (GDS), going
through logic synthesis, floorplanning, place and route, static timing analysis and signoff
requirements. The course is made up of three hour lectures, delivered accordihg to the “flipped
classroom” approach, accompanied by an hour of hands on labs to'assist with the assignments. The
assignments are carried out upon industry standard tools (Cadénce Xcelium, Tnnovuis, Tempus,
Voltus) using industrial process technologies and IP libraries. The gourse requires basicknowledge of
digital circuit and digital systems theory, as well as a background in electronics and semiconductor
devices.
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Theory of digital systems NI'MI90 NIDWN 7W AR
nNon Nni7'n n¥INN DY NI'YIAY NIYY | 2100N0 | 01IjPN 190N
Boolean logic, combinatorics, niox 'ono | 10:00-12:00 "1 nxx¥n il 83256
fault checking ni7 | 12:00-14:00 "1 720N

This course complements the elementary course on digital switching circuits. It is well known that
AND, OR and NOT operations form a universal set. But, why is it? Are there better sets? How to use
them? Are combinational designs fault secure? Are they self testing? Is it possible to design an on-
line checker for detecting faults in combinational circuits that at the same time can check itself?
These questions and more will be addressed in this course.
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Course Name olpn DV
Testing and Reliability of VLS| Components VLSI 21 7w ninmx
NNon NI NN oY NIYVIAY NIYY | 100N0 | O1IZN 190N
Testing, Design for Test, ATPG, axtaxer 71| 18:00-20:00 x N 83950
Validation, Fault Modeling

This course will focus on postproduction validation process of integrated circuits. The major part of
the course will be dedicated to testing theory and practice of logic circuits using ATE including; Fault
Modeling, fault simulations, automated test pattern generation, design for testability and build in
self testing. We will also cover failure analysis processes and root cause analysis and high-speed
interfaces characterization. This course includes exercises using the Tessent tools from Siemens EDA
(Mentor Graphics)
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Reliability of Hardware Systems NININ NIdYN 7Y NI
NnNoN NI7'n nx¥Nnn oY NI'YVIAY NIYY [ 100N0 | OIZN 190N
Reliability, Nanoscaled Devices, xtaxe 71| 12:00-15:00 2 N 83606
Aging, Failure Analysis

This course will focus on the physical processes taking place in nano-scale electronics devices, which
might degrade the device performance over time. Modern integrated circuits are sensitive to failure
processes that can be random or malicious. These failures will have critical effect on device
performance and eventually might lead to catastrophic failures in critical apparatus (like autonomic
vehicle of pacemaker) during the lifetime of electronic components gradual aging processes occurs,
these processes can be anticipated, monitored and controlled withytarget failure distributions to
allow safe operation. The course will present the major aging processes form physical perspective
and provide the tools to evaluate the failure probabilities.
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Formal Verification and Synthesis NTNY'oI 721119 NIN'X
NNoN NI7'n phalialalY] NI'YVIAY NIYY | 100N0 | 01IZn 190N
Formal verification, synthesis, 27217 790 'ono | 15:00-17:00 'a :nxxn N 83691
modeling 17:00-18:00 'a 712N

This course will cover the basic principles underlying formal verification methods, how properties of
the system can be formally specified and the design of algorithms to efficiently verify or refute such
properties. The course will also include hands on experience in applying verification methods to
software and hardware systems. We will also cover synthesis, whose main goal is to automatically
synthesize a correct by construction program that is guaranteed to satisfy the requirements. We will
study some of the recent application of synthesis methods in software engineering and in modelling
biological systems. The course is made up approximately 13 lectures and 13 practice sessions in which
students will gain practical experiences with the theory and tools. A basic understanding of
algorithms and basic automata theory is assumed in the course.
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Course Name olpn DV
Embedded Systems Lab NIX2IYN NI>DIYNA NTaYn
nNon ni7'n NXINN oY NI'YIAY NIYY | 100N0 | 0117 190N
Embedded Systems, Lab course yr TaNG T 13:00-16:00 "a N 83317

16:00-19:00 "2 Ix
10:00-13:00 "N Ix
18:00-21:00 2 Ix
This lab course provides the participants with hands on experience in the design and operation of
embedded systems. The participants will get acquainted with the microcontroller and program its
peripherals, such as timers and interrupt controllers. In addition, the participants will practice
communicating through serial and parallel ports, operate DAC and ADC blocks, and write high-level
programs that run on real-time operating systems.
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Course Name oIpn DV
Operating Systems n2uon N>
NNon NI'nm phallalalY] NI'YIAY NIYY [ 100N0 | 01Ipn 190N
Operating Systems, Processes 1'ow 0N | 10:00-12:00 'x nxx N N 83381
and Threads, Scheduling 12:00-14:00 'x 12N
17:00-19:00 'x

This course examines the important problems in operating system design and implementation. The
course will start with a brief historical perspective of the evolution of operating systems over the last
fifty years and then cover the major components of most operating systemsaeThis discussion will
cover the tradeoffs that can be made between performance and functionality/during the design and
implementation of an operating system. Particular emphasis will beygiven tofthree major OS
subsystems: process management (processes, threads, CPU scheduling, “synchronization, and
deadlock), memory management (segmentation, paging, swapping), ‘and file systems; and on
operating system support for distributed systems.
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Introduction to Secure Hardware NI9PNN NI - NIV NNINT RIAN
nNon NI nXINN DY NI'VIAY NIYY | 100N0 | 01N 190N
Hardware Security, 17 mn'x 1 | 13:00-16:00 'n nxxn 3 X 83673
Cryptography, AE Algorithms 9:00-10:00 'n 712N

At its beginning, this special course is dedicated and aimed at exposing students from all levels
(whether they have crypto background or not), to notions of information security. Although it is not
a pure crypto course nor a cryptanalysis course its goal is to set a nice common ground to deal with
aspects which tightly relate to these topics. Therefore, we touch upon multiple necessary topics from
these fields right at the start of the course. From necessary crypto basics, primitives and
constructions, exemplified with efficient block ciphers and cryptographic-hash functions and
authenticated-encryption (AE) algorithms, we dive in and teach students what is and how
cryptanalysis works while discussing security criteria of primitives and smaller building-blocks. The
course follows with discussing conceptual weaknesses of implementations, introducing leakage
(physical attacks) as a concept and elaborates on how it is possible to break the adversary model. It
follows with discussing physical information assisted attacks which completely undermine our way
of design and changes the cost of what we define as secure. It exposes students to countermeasures
on multiple abstraction layers with a special emphasis on efficiency and cost on all computational
platforms (from hardware to software). Finally, in the course we expose students to security
evaluation metrics and elaborate on primitives like low-cost randomness generation, device
fingerprinting mechanisms, etc.
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Meta-stable Hardware NI’ 2000n n'7'>n NN
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Digital Integrated Circuits and VLSI D"'NN90 D'A7IYN 0'72aun
nNon NI n¥Nn DY T'OUN NIYY | 100N0 | ONIZN 190N
VLS|, Digital Circuit Design, [n'N DTN '91N9 09-12 'a nI' :pR¥N a 83313
Moore’s Law, Transistors 09-10"aprr :7z2aan
12-13 "7 01" IX
16-17 "1 01 IX

This course introduces VLSI technology, from the basics of the manufacturing process through the
effects of scaling on circuit design due to five-plus decades of Moore’s law and through to the circuit
design, analysis and implementation of digital components, such as arithmetic circuits, flip-flops and
embedded memories. The course includes a three hour lecture, delivered according to the “flipped
classroom” approach, accompanied by an hour of hands on labs to assist with the assignments. These
assignments cover design and analysis, including the principles of mixed-signal simulation, and are
implemented using industry standard design tools (Cadence Virtuoso, Mentor Calibre, Cadence
Liberate) and industrial process technologies. The course requires basic knowledge of digital circuit
and digital systems theory, as well as a background in electronics and semiconductor devices. While
not required, previous experience using circuit design tools (e.g., course 83315) is preferable.
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Course Name oIpn DV
Digital Design Principles (DDP) N0 T NI [12ON 7w NNy
NNoN NI7'n nXNN DY T'OUN NIYY | 100N0 |  OIZN 190N
Digital Logic Design, Front End, Iy M n 10-12 "2 pi :nR¥IN a 83607
Logic Simulation, Verification, X TIN N 12-14 ":l DI' :nTaYN
Sequential Design, Hackathon [N 07X 'O 15-17 'a o Ix

This course introduces students to the principles of digital logic design using hardware description
languages (HDL). In the course, the basics of hardware design are introduced from a logic designer’s
perspective using synchronous logic and state machines and leads the students into the realm of
system design using these approaches. The course will also introduce concepts of design verification.
The course is composed of a two-hour weekly lecture accompanied by a two-hour lab session, during
which the students will practice the concepts by designing and verifying logic blocks with System
Verilog. During the second half of the course, the students will be introduced to a full system-on-chip
platform, integrate their own blocks into the platform, and finally, present their designs to a panel of
judges following an industry-sponsored hackathon.
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Computer Architecture D"N190 D'AYNn nian
nNon Nnitn NX1Nn QY nrrynv niyy | C"0ono ONlpPZn 150N
Computer Architecture, Amdahl’s Y TN 7 12-15 a DI :nR¥N a 83301
Law, Memory Hierarchy, Cache 15-16 'anir 720N
16-17 'a ni* IX

This course covers the basic principles of modern computer architecture, including performance
metrics, memory hierarchy, main memory, memory consistency and coherency, multicore, cache
memory organization, branch prediction, instruction level parallelism, superscalar, out of order
execution, multithreading, virtual memory and GPU. We will also get acquainted with different
memory architectures: static, dynamic and associative memory (for fully associative cache).
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Course Name olpn DY
Advanced Computer Architecture NNTPNN D'AYNN NMIVZVIIR
NNon NIt NnX1NN QY nrrynv niyvy | C"vono OoNlpn 150N
Architecture, domain-specific Yy TaN? 7 14-16 'X DI' :DN¥IN 2 83689
accelerators, emerging memories 16-17 ' D' 222N

This course will cover advanced topics in computer architecture, including Amdahl’s Law and the end
of Moore and Dennard scaling, memory systems and organization (DRAM, HBM, CAM/TCAM),
emerging memory (STT-MRAM, PCM, ReRAM), secure memory (ORAM), array, vector and systolic
processors, near-memory and in-memory processing, associative processing, sparse data formats
and processing, analytical modeling of computer architecture and selected topics in domain specific
accelerators: Accelerators for deep learning, accelerators for genome analysis.
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Analog Circuits Lab D"A17AX D'72yN7 NTAYN
NNoSn NI nx¥Nnn oY NI'VIAY NIYY | 100N0 | 011N 190N
Analog Circuit Design, 1Y 10l' 'O 13-16 2 DI :nITaYN a 83325
Simulation, Lab Course 09-12 'a or
12-15 "2 or*
13-16 "1 or

This lab course enables practical experience in the design of circuits which were studied in theory in
an introductory Linear Circuits course. The circuits are designed and simulated in the Cadence
environment and the student is expected to show good functionality of the circuits. These circuits
include the basic building blocks of analog design, including single state amplifiers§ such as common
source and source follower, cascodes, the single stage amplifier. [talsoincludes analysis of the two
stage amplifiers, such as the Miller Amplifier. This includes implementation“of the feedback
compensation. The lab concludes with two measurement assignments.
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Analog Integrated Circuits D"A173x% DA71WUN D'722uN
NnNon NI NN DY NI'YVIAY NIYY | 100N0 | OIZN 190N
Analog Circuit Design, Feedback, qIY 'ol' 'ONo 15-17 "a oI :nxxIN 2 83611

Noise, Bandgap, Comparator

17-18 'anrir 720N

This course is a follow-up to an introductory Linear Circuits course, as well as the Analog Circuits Lab
(course 83-325). This introduces the students to more complex analog circuits and gives some
experience in design and simulations as well. The curriculum includes stability and compensation of
analog feedback circuits, analysis of circuit offsets as well as offset cancellation methods. Circuit
noise theory is analyzed and techniques to reduce and eliminate noise are discussed. Several circuit
topologies are discussed, including bandgap references, comparators and folded cascode amplifiers.
The course includes several design assignments and well as a personal project.
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2NN NNV NNINY RIAN

Ny nivyy | 200no ONIpPnN 150N

13-16 'n 01" :nR¥ND a 83682
16-17 'n o1 722N

Introduction to Secure Hardware (Expanded)

NNon Ni'n

Hardware Security, Defenses,
Countermeasures, Attacks

nXNN DY
N7 MNR T

Like 83673, this course provides some background on the field of hardware security (and information
security in general), however, it is aimed at enabling a more in-depth introduction. It is tailored to
students who have background knowledge in discrete mathematics, arithmetic fields, complexity and
basic cryptography. In this course, less effort is given to educate on background material while
enabling the students to absorb more advanced information, more specific and dedicated attacks
relating to deep hardware-security challenges, more in-depth education relating to countermeasures
and defenses, statistically-assisted attacks, etc.
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Course Name oNIpn DY

NNIN NNUVAX] D'NTENN D'RYIN

Advanced subjects in Hardware Security

NNon NI

Hardware Security, Physical
Attacks, SCA, PQC, ML/AI

nXINN DY
N7 n'R T

NIVIAY NIYY | 10ono
10-12 "2 DI :nR¥N a

Ol 1%0n
83683

This unique course exposes students to cryptographic challenges in light of physical implementation
constraints. We teach in-depth several promising lightweight crypto candidates to replace the
current standards in the years to come. We develop and discuss attacks and advanced physical
attacks which extract information from the hardware or software implementation of the algorithm
on devices. We discuss implementation aspects, their need from implementations and specifications.
The goal is to expose students to standard asymmetric crypto gfimitives sand to standard and
advanced attacks, motivating the need for side-channel attacks (SCAs) security for those and for post-
qguantum (PQC) algorithms. We discuss several PQC asymmetric crypto primitives, advanced attacks,
limitations and challenges. The course also discusses in details multiplieation algorithms and
tradeoffs which are at the heart of most of the discussed primitives. Once‘every two years we also
introduce learning-algorithms (ML/Al) for SCA security evaluation and attacks andiopen challenges.
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Designing secure circuits D'NIV] 0'72YnN [12ON NIV'Y
nNon NI n¥NN DY NIYVIAY NIYY [ 100N0 | O1IZN 190N
Hardware Security, Random [AX' AN T 11-13 '8 DI :DRXND 2 83452
Number Generators, PUFs 13-14'x D' 72N

This course will present various techniques for hardware implementation with emphasis on designing
special circuits compatible with secured hardware. We will present the vulnerabilities of hardware
systems and the methods to apply protection, while classifying the different methods. The course
will present techniques to protect IP by passive and active methods and metrics to evaluate the
probabilities for counterfeit detection. Specifically, we will focus on the following primitives: random
numbers generators and physical unclonable functions. We will present advanced protection
techniques against side channels attacks. Finally, we will present the threat of Trojan horses and
means to detect and protect against this threat.
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Course Name oIpn DV
Microelectronic Manufacturing Processes NPIN0PRNPZ™MA IXY D'Y0N
NNon NI nXINn oY NI'YIAY NIYY | 2100N0 | O 190N
VLSI, Fabrication Process, (pxane T | 14-17'npiripRxan 2 83311
Integrated Circuits, Lithography 17-18 'n oI 720N
13-14 '"n o1 IX

This is an introductory level course, which presents elementary processes in various steps of
microelectronics manufacturing process. The course focus on the fabrication steps of integrated
circuits in CMOS technology. We will make an acquaintance with the basic manufacturing processes
used in the industry for manufacturing and explain the impact on electrical properties of the
manufactured device. We will focus on the lithographic process, which used to be the historic
bottleneck in the advent of scaling. The course will present the various steps while providing the
student the ability to find his way in the constant development and progress of technology.
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Course Name oNIpn DY

Advanced Digital VLSI Circuits and Systems Design 2 2 VLSI ni>wni *22yn 9w DTN 10N
NNoSn NI nYNN oY NI'YIAY NIYY | 100N0 | O1I7N 190N

Nanoscaled processes, Hardware [n'n 0TX '9n9 | 17:00-20:00 ' a 83954
for Al, Advanced circuits & systems
In this course, we will cover advanced and emerging concepts in digital VLSI, adapted for current
state-of-the-art research and hot topics. The course includes subjects, such as advanced process
nodes, simulation methods, low power physical design, design for, test, custom design of digital
blocks and hardware design for domain-specific applications. This €ourse is composed of three-hour
weekly lectures.
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Seminar on Advanced Subjects in Microelectronics
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17:00-18:00 2 :7120n

NnNoNn NI phalhalalY] NI'VIAY NIYY | 100N0 | 011N 190N
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Course Name olpn DV
Bio-Chips and Bio Sensors D'11010-1'21 D'AAY-I"A
NnNoNn NI nx NN oY NI'VIAY NIYY | 100N0 | 011N 190N
X919 N7n1 'ono | 15:00-17:00 'a :axxn 2 83660
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Advanced Digital VLSI Circuits and Systems Design 1 VLSI nid>wnli *2aun 7w DTpnn (10N
T'owna n"pnn X7-1

nNon Nnitn n¥INN DY NI'YVIAY NIYY | 100N0 | OIPN 190N
Microprocessor, Microcontroller, (' 0TX '9N9 | 17-20 "X D1 :ax¥Nn 2 83953
RISC-V, Embedded Systems

In this course, which is nicknamed “SoC 101: Everything you wanted to know about computers, but
were afraid to ask”, we will revisit the entire computing stack from a circuit designer’s perspective,
looking upward to familiarize the students with the higher levels of abstraction. The course covers
aspects, such as microcontrollers, CPUs, ISAs, Operating Systems and memories. Students will
develop code blocks and accelerators upon an open source, RISC-V platform. This course is composed
of three-hour weekly lectures.
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Course Name oIpn DV
Low power VLSI Design 7M1 7902 VLSI *7ayn (110N
NNoSn NI nXNN DY NI'YIAY NIYY | 2100N0 | O1IPN 190N
VLSI, Low Power Design U'o 007X '0IN9 NXXIN D' NYY al 83946

This course discusses circuit and system design for low-power ASICs. In this course, we will cover low
power design techniques and methodologies, starting with the circuit-level through the component
design and up to system-level techniques for reducing power consumption in nanoscaled processes.
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Course Name oIpn DV
Computer Arithmetics awUNNY? NP'ONNMINR
NNoSn NI7'n nxXNN DY NI'VIAY NIYY | 2100N0 | 0117 190N
Algorithms, Arithmetic Logic Unit | a7 miox 'ono | 09-11'a o :axxdn a 83653
(ALU), FPU, number systems 11-12"2prr '7aan

This course concentrates on fundamental principles of algorithms for performing arithmetic
operations in digital computers, design and hardware implementation of basic elements of
Arithmetic Logic Unit (ALU) and Floating Point Unit (FPU). We will see how by using unconventional
number systems we can obtain high-speed low-cost addition, multiplication and division, as well as
efficient implementations of other elementary functions.
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Advanced Fabrication Processes
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Low Power Analog Circuits

790N "7 D"AI7AX D'72YN

NNon Ni7'n nxXNnn oY NI'YIAY NIYY | 100N0 | ONIpn 190N
qIY 'Ol '91ND NXXIN D'NYY N 83608
720N nyw
Course Name olpn DY

Advanced Design of Analog Circuits in Digital

D"2171X D'72yn ¥ DTPNN 110N

Processes o707 0NN
NNon Niv'n nxY NN v NI'VIAY NIYY | 100NO0 | 017N 190N
qIY o' 'oNo NXXIN D'NYY N 83621
210N nyv
Course Name Oolijn DY

Coding for Computer Systems

awnn NN 7Ty

NNoSn NI Ny NN oY NI'YIAY NIYY | 10ON0 | 011N 190N
[Nj? NIOKX '91N9 NRXIN D'NYY N 83659
2120 nyv
Course Name Olipn DY

Algorithmic Hardware Design

N'NNMIATR DY NONIN [11ON

NNon NI Ny NN oY NI'YIAY NIYY | 10ON0 | O1IPN 190N
N1 TN 'om T NR¥IN D'"NYY N 83688
720N nyY
Course Name Oolijn DY

Spectral Methods for VLSI

VLSI-7 nI'0p90 nioty

NNon NI7'n

nxX NN DY

nrynvy niyy

quono
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Course Name

Silicon Photonics
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Parallel Computing with GPU GPU-2 "7ajm 21w'n
NNoSn NI n¥Nnn ow NI'YVIAY NIYY [ 100N0 | OIZn 190N
[ATND 'uIN '=9Nd NXXIN D'NYY N 83920
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