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Understanding Virtualization

Installing and configuring VMware Workstation
Introduction to Microsoft Windows Environment
Installing and configuring Windows 10 / Windows 11
Workgroup Vs. Domain

Installing and configuring Windows Server 2022
Active Directory Logical and Physical Structure
Administering Users, Groups and Machines
Providing user access to resources
Implementing Group Policy

Installing and Managing DNS and DHCP
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Linux Philosophy and Concepts
Linux Basics and System Startup
Graphical Interface

System Configuration from the Graphical Interface
Common Applications

Command Line Operations
Finding Linux Documentation
Processes and Text Editors

User Environment

Manipulating Text

Network Operations

Intro to bash scripting

Local Security Principles

O OO O0OO0OO0OOoOO0OO0oOO0o0OO0OO0OO0

(x"w 85) Cisco Certified Network Associate - CCNA

TNNN .MIYPEN NINWA 7 NNVAXI MPNNT7 0700 DX T'NYNY 790 NIYPNN 071V 21NN 21Tmn
N2N0NN N1'NAY WA NIWONN DI'OY .NTAYN NIRA0] AN AN 7Y NIAdAIM NIdWN T PNt
X' 7w NN

.CISCO IT Academy n p7n nunni CISCO 7w "ijm '21min Int

:D'RYINN NN

Explain the role and function of network components

Describe characteristics of network topology architectures

Compare physical interface and cabling types

Configure and verify IPv4 addressing and subnetting

Configure and verify IPv6 addressing and prefix

Describe wireless principles

Configure and verify VLANs (normal range) spanning multiple switches
Configure and verify interswitch connectivity

Configure and verify Layer 2 discovery protocols

Configure and verify (Layer 2/Layer 3) EtherChannel (LACP)

Describe AP and WLC management access connections

Interpret the components of routing table

Configure and verify IPv4 and IPv6 static routing

Configure and verify single area OSPFv2

Configure and verify inside source NAT using static and pools
Configure and verify NTP operating in a client and server mode
Configure and verify DHCP client and relay

Configure network devices for remote access using SSH

Define key security concepts (threats, vulnerabilities, exploits, and mitigation techniques)
Describe security program elements (user awareness, physical access control)
Configure device access control using local passwords

Describe security password policies elements

Describe remote access and site-to-site VPNs

Configure Layer 2 security features

Describe wireless security protocols

Configure WLAN using WPA2 PSK using the GUI

Explain how automation impacts network management

Describe controller-based and software defined architectures

Describe characteristics of REST-based APIs

Interpret JSON encoded data

OO0 0O O0OO0OO0OO0OO0OO0OO0OO0ODO0ODO0ODO0ODO0OO0ODO0OO0OO0OOOO0OO0ODO0OO0OO0OO0OO0OO0OO0

ATIVN 'TIN'Y TN oiovny n'MITPKXR 0T N1'ON [IN0'AN NIYNT? NN nNnamM NINdINY mn 'YK Tun
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254
biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'w? yTNn Tirn 0®°°




7201 POTNY

NNTIYY NN 7Wnn

1900 N A’A The Center for Designated Programs NIFTIY" NINDINY )Ynn

School of Hi-Tech and Cyber Security 720l U7 190N N

(x"w 30) Check Point Certified Security Administrator R81 (CCSA)

-0 DR TN EPN IR L,0017N NNAoN2A LVYID P'Y W NNDANN MXINYT XI2AN ONIR 1Y TN
CCSA n nonon nr7 156-215.81 na'na7 'on 72Imimin .0%71va anira 1onan Enterprise Firewall
.NNVANN D71V NI DXI9IN ,NMINT7IAN

N 71T 1910 NIDIN 7710 ,0™1DTY 0RYAID NNAYN NOIN' DMWY NIINY T'M7NN 12NN' 217NN 0I'o ny
.N9'7N 7w Mmmx ax¥n ninT? 1 | Firewall

N2YN 7¥ anIvuo i1 XM ¢ AN N2OTYA N0NAN DY TAIVA 7RIWnR IURIA O1ign INT
NN2N MY N720NN 011z NTN'A ATayna NAA0 .AXN NXIVAT D202 AT'ANI NNYRIN
2" 1man yara nmninig'n aroniw 7xxi1 Check Point

:D'RYINN NN
Check Point Technology Overview

Introduction to the Lab

Installing Firewalls in a Standalone and Distributed Environments
Product Design and Architecture

Simultaneous Administration in R80

Security Policy Management

Working with Inline and Ordered Layers

Understanding URL Filtering and Application Control
Implementing SSL Tunneling and SSL Bridging
Configuring Content Awareness

Monitoring Traffic, Connections ,System Health and Logs
Working with Legacy SmartConsole Applications
Network Address Translations

Managing User Access with Local Authentication
Managing AD Authentication with Identity Awareness
Basic Concepts of VPN

Configuring Site to Site VPN

Administering Mobile Access

Disaster Recovery

Incident Response

O 00O O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOoOOoOO0oOO0o0O0

(x"w 50) Fortinet Network Security Expert (NSE4)
NNNNO 7W 721011 N'XA'9117 ,NMPNNT7 D'LITIVON NX 1'WD' 7ITMN Fortinet 7w nwam nmTpERd
20N D71Y2 DY7ITAN DX TR

:D'RYIN NN
Introduction and Initial Configuration
Security Fabric

Firewall Policies

Network Address Translation (NAT)
Firewall Authentication

Logging and Monitoring

Certificate Operations

Web Filtering

Application Control

Antivirus

Intrusion Prevention and Denial of Service
SSL VPN

Dialup IPsec VPN

O 0O OO0 OO O0OO0OO0oOOo0OO0O0OO0
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(x"w 50) AWS Cloud Practitioner

JITRAR 7 DMWY INIK NNONKRNAI W7 [N7W VTN DX NINAVN NI2Y NNAN (AT DAY 720

X 1TN7' D'VITIVON .N'TIN' NIVRPVDIR 7Vl D7IVA YI9IN W NN XIn Amazon Web Services
TIX [ITRAX2 DN7 INNO'Y D' TIY' NNIAWN NIYXAXRA 172001 [ITRARD NIY'T2VN 7 n21711'I0n

.Jay2 NNVAX 70N 7Y WAT [N2* D 1D .0NIZN W D'DNN

DX 7w D'Mpnn 0NN ofal Amazon AWS 79 ntwaim e N2t [7'R-12 NV'oNANIN

D'RYUIIN Nn'vwn

Define what the AWS Cloud is and the basic global infrastructure

Describe basic AWS Cloud architectural principles

Describe the AWS Cloud value proposition

Describe key services on the AWS platform and their common use cases (for example,
compute and analytics)

Describe basic security and compliance aspects of the AWS platform and the shared
security model

o Define the billing, account management, and pricing models

Identify sources of documentation or technical assistance

o Describe basic/core characteristics of deploying and operating in the AWS Cloud
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Welcome to AWS Academy Cloud
Architecting

Introducing Cloud Architecting
Adding a Storage Layer

Adding a Compute Layer

Adding a Database Layer
Creating a Networking
Environment

Connecting Networks

Securing User and Application
Access

Implementing Elasticity, High Availability, and Monitoring
Automating Your Architecture
Caching Content

Building Decoupled Architectures
Building Microservices and
Serverless Architectures

Planning for Disaster

Bridging to Certification
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