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«  Explain the role and function of network DINN 1'NTN 17'N-12 ND'0121IN 7w

components IT-2 NnPpPI1IANn N2NONN NN P1217

e Describe characteristics of network topology
architectures

*
e Compare physical interface and cabling types C I S C o

* Configure and verify IPv4 addressing and

subnetting 2
e Configure and verify IPv6 addressing and prefix ( e rt I e d

e Describe wireless principles
e Configure and verify VLANs (normal range)

spanning multiple switches N Etwo r k

e Configure and verify interswitch connectivity
* Configure and verify Layer 2 discovery protocols

2
e Configure and verify (Layer 2/Layer 3) AS S 0 C I at e
EtherChannel (LACP)
» Describe AP and WLC management access
connections < < N A
* Interpret the components of routing table
e Configure and verify IPv4 and IPv6 static routing

«  Configure and verify single area OSPFv2 25.04.2025 :nN'NAa 1" INN
»  Configure and verify inside source NAT using 21:30-17:30 Nivwan 1" Y 11
ST peeie 13:00-09:00 NIV 11 W'Y M1

e Configure and verify NTP operating in a client and (ﬂ]‘TJT7N NIV 85) D'w19n 17 1N
|

server mode

+ Configure and verify DHCP client and relay 019072 NN DTINYN TN 01N

NJ2N1'N2AY ,01721 2712 17'N-12 ND'0I2IIN
01170 72 NINY

e Configure network devices for remote access
using SSH

» Define key security concepts (threats,
vulnerabilities, exploits, and mitigation techniques)

«  Describe security program elements (user n11nn N CISCO Yw "17nn 01170 10T
awareness, physical access control) CISCOIT Academy n'101nn 7%n
e Configure device access control using local
passwords 03-5772015 :D11 1227 11'N1 DINNY
e Describe security password policies elements hitech.school@biu.ac.il
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