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הקמה והובלה של 
 AI תכנית אבטחת

ארגונית מקצה־לקצה

 AI Security for
Information Security

Professionals
Module 1: AI Security Framework
•	 Defining AI assets (models, data, prompts, RAG, 

agents, plugins)
•	 Building an AI security program: policies, standards, 

approval workflows
•	 Risk classification methodology
•	 Minimum requirements for AI projects

Module 2: Model Protection & Lifecycle Management
•	 Security across AI lifecycle: data →  training →  

evaluation → deployment →  monitoring
•	 Security gates and checkpoints
•	 Version control and configuration management

Module 3: LLM/GenAI Security (OWASP Top 10)
•	 Prompt injection (direct & indirect)
•	 Sensitive data exposure
•	 Supply chain risks (plugins, libraries, third-party 

services)
•	 Permission and capability management
•	 External enforcement mechanisms (logging, 

monitoring, controls)

Module 4: Agentic AI Security
•	 Threat scenarios: unauthorized tool use, destructive 

actions, policy bypass
•	 Capability control: allowlisting, scoped permissions, 

temporary access
•	 Human-in-the-loop and dual approval
•	 Fail-safe design principles
•	 Audit logging and incident reconstruction

Module 5: Ethics, Regulation & Third-Party Risk
•	 Governance frameworks: ISO 42001, NIST AI RMF
•	 Accountability, transparency, human oversight
•	 Documentation requirements for auditability
•	 Vendor contractual requirements
•	 Integration with existing GRC processes
•	 Risk acceptance procedures


