Prompt injection (direct & indirect)

Sensitive data exposure

Supply chain risks (plugins, libraries, third-party
services)

Permission and capability management
External enforcement mechanisms (logging,
monitoring, controls)

Threat scenarios: unauthorized tool use, destructive
actions, policy bypass

Capability control: allowlisting, scoped permissions,
temporary access

Human-in-the-loop and dual approval

Fail-safe design principles

Audit logging and incident reconstruction
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