Bar-llan NA

University

IC Academy N'IDIN NN210N2 NYXIN D'01IZ NN'vN

D'0NIZN NIY¥NKIA DAAWN DN NININD MINN2A N7 VTN NANTN7 N'0IN X' IC Academy N'dIN

D'"'UXN D'0TINNT? NYWONN IT N'IDIN .|7'R-12 NV'0NQIIN NOTINA NVZIRON 7w D™7IYNN D' NTERN

ANTIVN 'TIN'? NN20NA [7'K 122 NNIND 'AINNA D'ATENAN D'ONIZN 77wn ANk IX TNX 0117 TIn'?Y
.720N 711 1N2" NIY7a .NOTIN 7@ NIYIDINA YXINN INX 07 727 DWI'N7 w727 (NI ,27 In'Y

2 IRD NOAISN NDINN NNA0N2 NANPZN NIYA D'VXINN D'ONIPZN NN'YWAN

37BN 'R MonD

Course Name oIpn DV
Digital VLSI Design (DVD) - From RTL to GDS D"70"a*T VLSI nidwnl *7avn
NNon NI n¥Nn DY NI'YIAY NIYY | 100N0 | 011z 190N
Backend, RTL2GDS, Synthesis, [A'n 07X '9N9 | 9:00-12:00 2 nx¥IN I 83612
Place & Route, Chip Design 15:00-16:00 2 712N
16:00-17:00 2 :Ix
17:00-18:00 2 :Ix
18:00-19:00 2 :Ix

This unique course, provides the participants with a full theoretical and practical overview of the
implementation of an integrated circuit (chip), from logic design (RTL) to final layout (GDS), going
through logic synthesis, floorplanning, place and route, static timing analysis and signoff
requirements. The course is made up of three hour lectures, delivered according to the “flipped
classroom” approach, accompanied by an hour of hands on labs to assist with the assignments. The
assignments are carried out upon industry standard tools (Cadence Xcelium, Innovus, Tempus,
Voltus) using industrial process technologies and IP libraries. The course requires basic knowledge of
digital circuit and digital systems theory, as well as a background in electronics and semiconductor
devices.

This course will be given in ENGLISH during the 2026-2027 Academic Year.
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Course Name oIpn DY
Testing and Reliability of VLS| Components VLSI a1 7w nimkx
NnNoSn NI nialahlalY] NIFYIAY NIYY | 100NO0 |- 0NIZN 190N
Testing, Design for Test, ATPG, mx1axe 1| 18:00-20:00 'x N 83950
Validation, Fault Modeling

This course will focus on postproduction validation process of integrated circuits. The major part of
the course will be dedicated to testing theory and practice of logic circuits using ATE including; Fault
Modeling, fault simulations, automated test pattern generation, design for testability and build in
self testing. We will also cover failure analysis processes and rodt cause analysissand high-speed
interfaces characterization. This course includes exercises using thedflessenttools from Siemens EDA
(Mentor Graphics)
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Course Name oIpn DY
Digital Circuit Design D"'N90 0'72yn PN
NNon NI n¥NN oY NI'YIAY NIYY | Q100N0 | O1In 190N
Digital, Circuit Design, Y'9 007X '91ND 10:00-12:00 "7 N 83323
Logic Gates, Logical Effort 12:00-13:00 "1 712
13:00-14:00 "1
10:00-11:00 "a
16:00-17:00 "1
10:00-11:00 2
11:00-13:00 2 :nT2YN
11:00-13:00 "a
14:00-16:00 "1
16:00-18:00 "1
15:00-17:00 'n

This course is a continuation of the basic introductory circuits course, focusing on digital circuit
design. This course covers the design and analysis of digital circuits at the transistor level. Starting
static CMOS gates, their DC and transient behavior - noise margins, propagation delay, rise and fall
times - and how to build general combinational logic. The course covers the sizing and optimization
of logic gates using the logical effort method, power dissipation (dynamic, short-circuit and leakage)
and the energy-delay trade-off, interconnect and wire delay, alternative logic families such as ratioed,
pass-transistor and dynamic logic, and sequential elements - latches, flip-flops, setup and hold
constraints. The lectures are accompanied by exercise sessions and a laboratory, in which the
students design and simulate circuits using industry standard design tools.
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Course Name oIpn DV
Analog Electronics N7 NPINLVRIX
NNon NI7'n nXINN DY NI'YIAY NIYY | 100N0 | O1Ipn 190N
Analog, Circuit Design, 1Y 'ol' 'oNd 15:00-17:00 "a N 83322
Amplifiers 16:00-17:00 'x ‘712
09:00-10:00 'x
13:00-14:00 2
17:00-18:00 "a
17:00-19:00 'x :nTayn
14:00-16:00 2
18:00-20:00 2
18:00-20:00 "2

This course is a continuation of the basic introductory circuits course, focusing on linear analog circuit
design. The course will start by covering single stage amplifiers, input and output impedance, small
signal models, 2-port models, differential amplifiers, current sources,2-stage amplifiers. The course
then goes into analog building blocks — Current Sources, Current MirrorsySource Followers, Cascode,
Folded Cascode, Gain Boosting, differential stages, Common gate/tages and-different types of OP-
AMPs. Finally, it will focus on frequency response: Miller effect # Feedback Theory. Compensation
of single and two-stage OP-AMP. Bode diagrams. Phase Margin.
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Formal Verification and Synthesis NTN'OI *70119 NIN'R
NNoN NI7'n phalialalY] NI'YVIAY NIYY [ 100N0 | 01IZn 190N
Formal verification, synthesis, 27217 790 'ono | 15:00-17:00 'a :nxxn N 83691
modeling 17:00-18:00 'a :7;2qn

This course will cover the basic principles underlying formal verification methods, how properties of
the system can be formally specified and the design of algorithms to efficiently verify or refute such
properties. The course will also include hands on experience in applying verification methods to
software and hardware systems. We will also cover synthesis, whose main goal is to automatically
synthesize a correct by construction program that is guaranteed to satisfy the requirements. We will
study some of the recent application of synthesis methods in software engineering and in modelling
biological systems. The course is made up approximately 13 lectures and 13 practice sessions in which
students will gain practical experiences with the theory and tools. A basic understanding of
algorithms and basic automata theory is assumed in the course.
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Course Name olpn DV
Embedded Systems Lab NIX2IYN NI>DIYNA NTaYn
nNon ni7'n nxNn v NI'YIAY NIYY | 100N0 | 01N 190N
Embedded Systems, Lab course Y’ TIKY7 'O 13:00-16:00 'a N 83317
13:00-16:00 'n Ix
18:00-21:00 2 Ix

This lab course provides the participants with hands on experience in the design and operation of
embedded systems. The participants will get acquainted with the microcontroller and program its
peripherals, such as timers and interrupt controllers. In addition, the participants will practice
communicating through serial and parallel ports, operate DAC and ADC blocks, and write high-level
programs that run on real-time operating systems.
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Course Name oIpn DV
Operating Systems n72von nidwn
nNon NI nxXnn Qv Nni'yiav niyv a0ono OoIpZn 150N
Operating Systems, Processes o"n M | 10:00-12:00 '8 :nxkxN N 83381
and Threads, Scheduling ~ow | 12:00-14:00 'X 712
17:00-19:00 ' X
17:00-19:00'71 X

This course examines the important problems in operating system design and implementation. The
course will start with a brief historical perspective of the evolution of operating systems over the last
fifty years and then cover the major components of most operating systemsgglhis discussion will
cover the tradeoffs that can be made between performance and fufictionality/during the design and
implementation of an operating system. Particular emphasis will beygiven tofthree major OS
subsystems: process management (processes, threads, CPU scheduling, “synchronization, and
deadlock), memory management (segmentation, paging, swapping), and file systems; and on
operating system support for distributed systems.
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Introduction to Secure Hardware NI9PNN NI - NIV NININT RIAN
nNon ni7'n nXINN DY NI'VIAY NIYY | 100N0 | 01N 190N
Hardware Security, 17 MN'X '9No 13:00-16:00 'n nxxIN N 83673
Cryptography, AE Algorithms 16:00-17:00 'n 212N

At its beginning, this special course is dedicated and aimed at exposing students from all levels
(whether they have crypto background or not), to notions of information security. Although it is not
a pure crypto course nor a cryptanalysis course its goal is to set a nice common ground to deal with
aspects which tightly relate to these topics. Therefore, we touch upon multiple necessary topics from
these fields right at the start of the course. From necessary crypto basics, primitives and
constructions, exemplified with efficient block ciphers and cryptographic-hash functions and
authenticated-encryption (AE) algorithms, we dive in and teach students what is and how
cryptanalysis works while discussing security criteria of primitives and smaller building-blocks. The
course follows with discussing conceptual weaknesses of implementations, introducing leakage
(physical attacks) as a concept and elaborates on how it is possible to break the adversary model. It
follows with discussing physical information assisted attacks which completely undermine our way
of design and changes the cost of what we define as secure. It exposes students to countermeasures
on multiple abstraction layers with a special emphasis on efficiency and cost on all computational
platforms (from hardware to software). Finally, in the course we expose students to security
evaluation metrics and elaborate on primitives like low-cost randomness generation, device
fingerprinting mechanisms, etc.
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Course Name oNIpn DY
Meta-stable Hardware NI'7'avoun N'7'DN NOnin
NnNon Ni7'n NXINN DY NI'VIAY NIYY | 10ON0 | O1IZN 190N
Clock Domains, N1 'om T 12:00-14:00 2 :nxx¥N N 83681
Synchronization 14:00-15:00 2 :712n
Metastability

This course covers the design and analysis of hardware with faults originating from signals crossing
different clock domains. We will explore advanced techniques for designing and analyzing such
hardware, modeling these faults, and learning a theoretical fault model. The course will delve into
what can be computed easily and what cannot be computed with small circuits based on this
model, and will also focus on using Metastability-Containing Circuits for implementing various
Distributed Clock Synchronization Algorithms. These algorithms and their efficient implementation
will help to mitigate faults arising from clock domain crossings.

The course is self-contained, with the exception of "How to code in HDL?" which students are
expected to learn on their own. It may be beneficial to have knowledge of the following topics:
Boolean functions, design and analysis of combinational circuits, FSMs, design and,analysis of
clocked circuits, recurrences and how to solve them, recursion (e.g, algorithms, circuits, etc.),
discrete math (e.g., counting arguments, graph theory), algorithms (e.g., BFS, topalogieal sorting,
distributed algs, etc.)

This course will be given in ENGLISH during the 2026-2027 Academic Year.
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Course Name olpn DY
Reliability of Hardware Systems NN NIDYN 7Y NIMN
NNon NI NXINN oY NI'YIAY NIYY | 2100N0 | O1IpN 190N
Reliability, Nanoscaled Devices, xtaxe 71| 12:00-15:00 2 N 83606
Aging, Failure Analysis

This course will focus on the physical processes taking place in nano-scale electronics devices, which
might degrade the device performance over time. Modern integrated circuits are sensitive to failure
processes that can be random or malicious. These failures will have critical effect on device
performance and eventually might lead to catastrophic failures in critical apparatus (like autonomic
vehicle of pacemaker) during the lifetime of electronic components gradual aging processes occurs,
these processes can be anticipated, monitored and controlled with target failure distributions to
allow safe operation. The course will present the major aging processes form physical perspective
and provide the tools to evaluate the failure probabilities.
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Course Name oIpn DY
Advanced Computer Architecture NIMTPNN D'AYNN NMIVPZVIX
NNon Ninm nxINnn oY NI'YIAY NIYY | 100N0 190N
olIpn
Architecture, domain-specific T2IXRY '91NO 12:00-14:00 "a :nX¥N N 83689
accelerators, emerging memories ya 14:00-15:00 'a__:712an

This course will cover advanced topics in computer architecture, including Amdahl’s Law and the end
of Moore and Dennard scaling, memory systems and organization (DRAM, HBM, CAM/TCAM),
emerging memory (STT-MRAM, PCM, ReRAM), secure memory (ORAM), array, vector and systolic
processors, near-memory and in-memory processing, associative processing, sparse data formats
and processing, analytical modeling of computer architecture and selected topics in domain specific
accelerators: Accelerators for deep learning, accelerators for genome analysis.
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Course Name oIpn DV
Advanced Design of Analog Circuits in Digital D'>'7NN2 0"AI7AX 0'72un 7w DTPNNA [1ON
Processes nllylvibly]
NNon Ni7'n n¥INN DY NI'YIAY NIYY | VoNno | 01N 150N
p
Analog Design, Nano CMOS, Y o1 'ono | 12:00-14:00 "2 :nxxn X 83621
Low Voltage, Mixed Signal 14:00-15:00 'a 712N

This course builds on the introductory analog circuit design courses and focuses on the design of
analog and mixed-signal blocks in modern, digitally-oriented CMOS processes, where low supply
voltages, poor device matching and limited intrinsic gain make classi€al analogfdesign techniques
difficult to apply. The course covers device behavior in scaled nodes, biasing@and reféesence circuits,
amplifier topologies suited to low-voltage operation, switched-capacitor techniques, and digitally-
assisted and calibration-based approaches to analog design. The course is composed of a two-hour
weekly lecture accompanied by an hour of practice sessions.
This course will be given in ENGLISH during the 2026-2027 AcademiesYea:
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Course Name olpn DV
Algorithmic Hardware Design N'MNMIATR DY NININ (10N
NnNon NI7'n phallalalY] NI'YVIAY NIYY | 100N0 190N
oI
Digital Logic, Modeling, Recursive nrrmeomnT | 10:00-12:00 'n :nxxn N 83688
Algorithms, Theory 12:00-13:00 'n 712N

The course focuses on the design and analysis of Digital Logic Circuits using a precise mathematical
approach. This involves defining a model, required functionality, describing recursive
implementations, proving their correctness inductively, and analyzing their cost and depth. Many of
the circuit designs are recursive, so their correctness, depth, and cost are proven through proofs by
induction. Prior knowledge in discrete math and basic algorithms (e.g., combinatorics, set theory,
logic, recurrence solutions, and recursive algorithms) is assumed. The course does not require
additional prerequisites and begins with a discussion on basic gates, concluding with the
specification and implementation of a simple processor.
This brief introduction is derived from the preface of the textbook:
"Guy Even and Moti Medina, “Digital Logic Design: A Rigorous Approach”, Cambridge Univ. Press,
Oct. 2012. This book is available in the faculty’s library, at the book’s website, and at the following
link http://hyde.eng.tau.ac.il/Even-Medina/
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Course Name olpn DY
Digital Integrated Circuits and VLSI D"'NN90 DA%7IYN 0'2aun
nNon NI N¥INN DY N’OUN NIyw | 10VoNno 190N
opliTh
VLS|, Digital Circuit Design, [2'N DTN '91N9 09:00-12:00 'a nI' :nXXID 2 83313
Moore’s Law, Transistors 12:00-13:00 'a orr 720N
13:00-14:00 "a nI' IX
12:00-13:00 "1 oI IX
16:00-17:00 "1 oI IX
14:00-15:00 'a o1 Ix

This course introduces VLSI technology, from the basics of the manufacturing process through the
effects of scaling on circuit design due to five-plus decades of Moore’s law and through to the circuit
design, analysis and implementation of digital components, such as arithmetic circuits, flip-flops and
embedded memories. The course includes a three hour lecture, delivered according to the “flipped
classroom” approach, accompanied by an hour of hands on labs to assist with the assignments. These
assignments cover design and analysis, including the principles of mixed-signal simulation, and are
implemented using industry standard design tools (Cadence Virtuoso, Mentor Calibre, Cadence
Liberate) and industrial process technologies. The course requires basic knowledge of digital circuit
and digital systems theory, as well as a background in electronics and semiconductor devices. While
not required, previous experience using circuit design tools (e.g., course 83315) is preferable.

This course will be given in ENGLISH during the 2026-2027 Academic Year.
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Course Name oNIpn DY
Digital Design Principles (DDP) NI70"T NIdWN [11ON 7Y NNpY
NNon ni?'n n¥Nn ow N"OWUN NIYY | 10VONO pble)a)
(opllTh
Digital Logic Design, Front End, jwiw nair m | 12:00-14:00 1 orr :axxn a 83607
Logic Simulation, Verification, X7 TIR VT 14:00-16:00 "7 oI’ :nT2YN
Sequential Design, Hackathon 15:00-17:00 'a o1 IX
11:00-13:00 'x n1* Ix
17:00-19:00 'x nI* IX

This course introduces students to the principles of digital logic design using hardware description
languages (HDL). In the course, the basics of hardware design are introduced from a logic designer’s
perspective using synchronous logic and state machines and leads the students into the realm of
system design using these approaches. The course will also introduce concepts of design verification.
The course is composed of a two-hour weekly lecture accompanied by a two-hour lab session, during
which the students will practice the concepts by designing and verifying logi¢'blocks with System
Verilog. During the second half of the course, the students will be introduced to a full.system-on-chip
platform, integrate their own blocks into the platform, and finally, present,their designsito a panel of
judges following an industry-sponsored hackathon.

This course will be given in ENGLISH during the 2026-2027 Academic Year:
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Course Name olpn DY
Computer Architecture D"N190 D'AYNN N1an
NNoNn Ni'n n¥Nn oY NI'YIAY NIYY | 100Nn0 | O1In 190N
Computer Architecture, Yy X7 'ono | 12:00-15:00 a o :px¥In ja 83301
Amdahl’s Law, Memory 15:00-16:00 'a n1* :7122n
Hierarchy, Cache 16:00-17:00 'a or* 1IN
11:00-12:00 'a or* IX
15:00-16:00 2 oI’ Ix
12:00-13:00 'n 1" IX

This course covers the basic principles of modern computer architecture, including performance
metrics, memory hierarchy, main memory, memory consistency and coherency, multicore, cache
memory organization, branch prediction, instruction level parallelism, superscalar, out of order
execution, multithreading, virtual memory and GPU. We will also get acquainted with different
memory architectures: static, dynamic and associative memory (for fully associative cache).
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Course Name olpn DV
Analog Integrated Circuits D"217aX DA71IWUN D'72uN
NNon NI nXNN DY NI'YIAY NIYY | 10oNo 190N
onliTh!
Analog Circuit Design, Feedback, | 1w 'o1' 'o1no 15:00-17:00 2 1" :Dxxn 2 83611
Noise, Bandgap, Comparator 17:00-18:00 'a n1* ‘71201

This course is a follow-up to an introductory Linear Circuits course, as well as the Analog Circuits Lab
(course 83-325). This introduces the students to more complex analog circuits and gives some
experience in design and simulations as well. The curriculum includes stability and compensation of
analog feedback circuits, analysis of circuit offsets as well as offset cancellation methods. Circuit
noise theory is analyzed and techniques to reduce and eliminate noise are discussed. Several circuit
topologies are discussed, including bandgap references, comparators and folded cascode amplifiers.
The course includes several design assignments and well as a personal project.
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Course Name oIpn DV
Introduction to Secure Hardware (Expanded) aNIM NNV NN XIan
NNoN NI7'n NN DY NI'YVIAY NIYY | 100N0 190N
oNIy7n
Hardware Security, Defenses, 17 n'x 'ono | 13:00-16:00 ' orr :ax¥IN 2 83682
Countermeasures, Attacks 16:00-17:00 'n orI* :72122n

Like 83673, this course provides some background on the field of hardware security (and information
security in general), however, it is aimed at enabling a more in-depth introdugtion. It is tailored to
students who have background knowledge in discrete mathematics,@arithmeticfields, complexity and
basic cryptography. In this course, less effort is given to educaté on background material while
enabling the students to absorb more advanced information, mofe specific and dedicated attacks
relating to deep hardware-security challenges, more in-depth education relating to countermeasures
and defenses, statistically-assisted attacks, etc.
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Course Name olpn DY
Advanced subjects in Hardware Security NININ NNVAXA D'NTPNN DO'RYI)
NNoN NI7'n n¥Nn DY NI'YIAY NIYY | 100N0 190N
onliTh
Hardware Security, Physical 17 an'x 'ono | 10:00-12:00 'a or' :nxxIN 2 83683
Attacks, SCA, PQC, ML/AI

This unique course exposes students to cryptographic challenges in light of physical implementation
constraints. We teach in-depth several promising lightweight crypto candidates to replace the
current standards in the years to come. We develop and discuss attacks and advanced physical
attacks which extract information from the hardware or software implementation of the algorithm
on devices. We discuss implementation aspects, their need from implementations and specifications.
The goal is to expose students to standard asymmetric crypto primitives and to standard and
advanced attacks, motivating the need for side-channel attacks (SCAs) security for those and for post-
guantum (PQC) algorithms. We discuss several PQC asymmetric crypto primitives, advanced attacks,
limitations and challenges. The course also discusses in details multiplication algorithms and
tradeoffs which are at the heart of most of the discussed primitives. Once every two years we also
introduce learning-algorithms (ML/AI) for SCA security evaluation and attacks and open challenges.

This course will be given in ENGLISH during the 2026-2027 Academic Year.
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Course Name olpn DY
Microelectronic Manufacturing Processes NPZNLFIRNPMA X D'70N
NNon NIt NXNN QY nrynv niyvy | A"0ono 19o0n
onpn
VLS|, Fabrication Process, x'1 axe 1 | 14:00-17:00 0 orr :naxkxn a 83311
Integrated Circuits, Lithography 17:00-18:00 'n oir 727N
13:00-14:00 'n o1 Ix

This is an introductory level course, which presents elementary processes in various steps of
microelectronics manufacturing process. The course focuses on the fabrication steps of integrated
circuits in CMOS technology. We will make an acquaintance with the basic manufacturing processes
used in the industry for manufacturing and explain the impact on electrical properties of the
manufactured device. We will focus on the lithographic process, which used to be the historic
bottleneck in the advent of scaling. The course will present the various steps while providing the
student the ability to find his way in the constant development and progress of technology.
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Course Name olpn DY
Advanced Digital VLSI Circuits and Systems Design 1 VLSI nipwni "22yn 7w DTpnn (10N

1

NNon NI | nxNn oY NI'YIAY NIYY | 100NOo 1o0n

onllrh

Microprocessor, Microcontroller, DX '91ND 17:00- ' DI' :nR¥N 2 83953
RISC-V, Embedded Systems n'm 20:00

In this course, which is nicknamed “SoC 101: Everything you wanted to know about computers, but
were afraid to ask”, we will revisit the entire computing stack from a circuit designer’s perspective,
looking upward to familiarize the students with the higher levels of abstraction. The course covers
aspects, such as microcontrollers, CPUs, ISAs, Operating Systems and memories. Students will
develop code blocks and accelerators upon an open source, RISC-V platform. This course is composed
of three-hour weekly lectures.

.(83954) ADVLSI2 077 DT7 12'X NT 07V 27 1N'Y .D'"NIYA DYO [N'] AT 07

This course will be given in ENGLISH during the 2026-2027 Academic Year.
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Course Name Oolijpn DY
Low power VLS| Design 7M1 7902 VLSI *7ayn (120N
NNoSn NI7'n nx NN oY NI'YIAY NIYY | 100N0 | ONIZN 190N
VLSI, Low Power Design vJ'9 007X '91N9 17:00-19:00 'x o1’ 2 83946

This course discusses circuit and system design for low-power ASICs. In this course, we will cover low

power design techniques and methodologies, starting with the circuit-level through the component

design and up to system-level techniques for reducing power consumption in nanoscaled processes.
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Course Name oIpn DY

Seminar on Advanced Subjects in Microelectronics NZINLVPIRNP'MA 0'MTPNNA O'RYI 11'N0
NNon NI7'n NN DY NI'VIAY NIYY | 100N0 | ONIZn 190N

Seminar, w9 037X '01N9 | 17:00-19:00 "2 nxxIn 2 83945

Microelectronics, Guest
Lectures, Emerging
Technologies
This graduate seminar explores cutting-edge topics in microelectronics through a series of guest
lectures by leading experts from industry and academia. The course emphasizes emerging trends in
semiconductor technologies, advanced design methodologies, heterogeneous integration, reliability,
and post-CMOS innovations. Students actively engage by presenting recent state-of-the-art research
papers and showcasing small projects that reflect current challenges and innovations in the field.
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Course Name olpn DY
Bio-Chips and Bio Sensors D"I010-1'Al D'AQW-I')
nnon ni7n nXINN DY NI'YVIAY NIYY | 100N0 | ONIjPn 190N
Biosensors, Lab- Axa1919 07N "9 | 15:00-17:00 "2 :nx¥Nn 2 83660
on-Chip, 17:00-18:00 2 :712an
Microfluidics,
Diagnostics

This course introduces the principles and applications of biosensors and bio-chips - miniaturized
devices that detect biological and chemical species and integrate laboratory functions onto a single
chip. The course covers biological recognition elements (enzymes, antibodies, nucleic acids) and the
physical transduction mechanisms that convert a biological binding event into a measurable signal,
including electrochemical, optical and mechanical transduction. It also addresses micro- and nano-
fabrication techniques for biosensor devices, microfluidics and lab-on-a-chip systems, nanoparticle-
based sensing, and the characterization of sensor performance in terms of sensitivity, selectivity,
limit of detection and response time. Applications in medical diagnostics, point-of-care testing and
environmental monitoring are discussed throughout the course.
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Course Name oIpn DV
Extended Processors D'2aNIN 0'TayYn
NNoN NI7'n nx NN DY NnIyiv Niyy | 200no 10N
onIpN
Processors, Microarchitecture, 17 Mmn'x '"9No | 16:00-17:00 a2 orr :nx¥IN 2 83709
RISC-V, Extensions, Accelerators 12 NIN N 17:00-19:00 'a nri*_:71aan
19:00-20:00 ' DI’ :nTAVYN

This hands-on course takes the students beyond the basic processor datapath and into the design
of extended, application-oriented processors. Starting from a baseline RISC-V core, the students
study how an instruction set is extended and how the microarchitecture is adapted to support it -
custom instructions and accelerator interfaces, pipelining and hazard handling, memory and cache
interaction, and the hardware/software trade-offs involved in deciding what belongs in hardware
and what stays in software. The course combines a weekly lecture with two hours of practice
sessions and a lab, in which the students implement and verify their own processor extensions in
HDL upon an open-source platform.
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:7’9Wn2 D'UNIN N7W 0'9011 D'OOIp
Course Name oIpn DY
Advanced Digital VLSI Circuits and Systems Design 2 2 VLSI nidAyni *7ayn 2w 0TEnn 10N
NNon Ni7'n n¥NN DY NI'VIAY NIYY | 100N0 | 011N 190N
Nanoscaled processes, Hardware ' DTX '91ND D"jpnn X7 2 83954
for Al, Advanced circuits & systems T’oWUna

In this course, we will cover advanced and emerging concepts in digital VLSI, adapted for current
state-of-the-art research and hot topics. The course includes subjects, such as advanced process
nodes, simulation methods, low power physical design, design for test, custom design of digital
blocks and hardware design for domain-specific applications. This course is composed of three-hour
weekly lectures.
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Course Name oIpn DV
Computer Arithmetic AwNNY? NZ'oNN"IX
NNSN NI?'n | X NN DY NI'YIAY NIYY | 100N0 | 011N 190N
Algorithms, Arithmetic Logic '91M9 7"oWUna D'"'pnn X7 2 83653
Unit (ALU), FPU, number N7 NIOXR
systems

This course concentrates on fundamental principles of algorithms for performing arithmetic
operations in digital computers, design and hardware implementation of basic elements of
Arithmetic Logic Unit (ALU) and Floating Point Unit (FPU). We will see how by using unconventional
number systems we can obtain high-speed low-cost addition, multiplication and division, as well as
efficient implementations of other elementary functions.
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Course Name olpn DY
Low Power Analog Circuits 790N 7T D"AI7AX D'72YN
NnNon NI7'n nXNN DY NI'YVIAY NIYY [ 100N0 | O1IZN 190N
Low Power, Analog, Circuit 1Y 'ol' '9No T’OUnN] D"'pPNN K7 N 83608
Design

This course addresses the design of analog circuits under tight power and energy constraints, as
required in battery-operated, energy-harvesting and always-on syst covers
transistor operation in the sub-threshold and moderate inversion biasing and
reference circuits, low-power amplifier and comparator topologies en power
noise, bandwidth and accuracy, and duty-cycling and dynamic bi i
average power consumption.
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Theory of digital systems NI'MI90 NN 72U NN
NnNoN NI7'n NXINN DY NI'YIAY NIYY | 100N0 | 01IZn 190N
Boolean logic, combinatorics, NIOX '91ND T’OUnN] D"'PNN X7 N 83256
fault checking Ny

This course complements the elementary course on digital switching circuits. It is well known that
AND, OR and NOT operations form a universal set. But, why is it? Are there better sets? How to use
them? Are combinational designs fault secure? Are they self testing? Is it possible to design an on-
line checker for detecting faults in combinational circuits that at the same time can check itself?
These questions and more will be addressed in this course.
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Course Name oIpn DY
Designing secure circuits D'NIV] 0'72YnN [12ON NIV'Y
NNoNn NI nxXNnn QW nrynv niyvy { A"vono 1o0n
onllh
Hardware Security, Random [Ax1 AN T 7’9Un1 0"'pnn X7 al 83452
Number Generators, PUFs

This course will present various techniques for hardware implementation with emphasis on designing
special circuits compatible with secured hardware. We will present the vulnerabilities of hardware
systems and the methods to apply protection, while classifying the different methods. The course
will present techniques to protect IP by passive and active methods and metrics to evaluate the
probabilities for counterfeit detection. Specifically, we will focus on the following primitives: random
numbers generators and physical unclonable functions. We will present advanced protection
techniques against side channels attacks. Finally, we will present the threat of Trojan horses and
means to detect and protect against this threat.
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Course Name oIpn DV
Advanced Fabrication Processes DMTPNN XY D700
NNon Ni?'n nxNn oY NI'YIAY NIYY [ 100N0 | O1IZN 190N
Fabrication, Lithography, Thin [AT'owW N 'oNo D"'pPNN X7 al 84641
Films, Nanofabrication T’owna

This course extends the basic microelectronic fabrication course into advanced and emerging
process technologies. Topics include advanced lithography and patterning techniques, thin film
deposition and etching for nanoscale features, self-assembly and bottom-up fabrication
approaches, characterization methods for nanoscale structures, and the process integration
challenges that arise in state-of-the-art device manufacturing.
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Spectral Methods for VLSI

VLSI-7 nI'0p90 niv'y

NNoN NI7'n

nX1nNnn QW

nrynvy nivy { 20ono

OMI7n 190N

Spectral Methods, Boolean
Functions, Logic Synthesis,
Testing

[Nj? NIOKX '91N9

D"'pNNn X7 N
T"owUna

83853

This course presents spectral techniques - the Walsh-Hadamard and related transforms - and their
application to the analysis, synthesis and testing of digital circuits. Topics include the spectral
representation of Boolean functions, spectral coefficients and their circuit interpretation,
transform-based logic synthesis and decomposition, and the use of spectral methods in testing and

verification and in the design of circuits resilient to faults and to side-channel leakage.

Hybrid Automata, Model
Checking, Real-Time

Course Name oIpn DY
Cyber-Physical Systems NI7'T'© 720 NIdWN
NNoN NI'n nXNN oY NI'YIAY NIYY | Q100N0 | O1In 190N
Cyber-Physical Systems, 27217 770 'ono T’OUnNa D"'PNN X7 N 83869

This course deals with the modeling, design and analysis of cyber-physical systems, in which
computation and communication are tightly coupled to physical processes. The course covers
models of computation for reactive and real-time systems, hybrid automata that combine discrete
and continuous dynamics, the specification of temporal properties, and formal verification and
model checking of such systems. Applications in robotics, automotive and medical devices and in
biological systems are used throughout the course.

Memory Reliability, Fault
Detection

Course Name oNIpn DY
Coding for Computer Systems awnn NDWN? Ty
NNoN NI7'n pialallalY] NI'YIAY NIYY | 100No 190N
oI7N
Error Correcting Codes, N7 NIOX '91ND 7’oWUna D"'pPnn X7 83659

This course covers error-detecting and error-correcting codes and their application within
computer systems - memories, storage and on-chip interconnect - rather than in the classical
communication channel setting. Topics include linear block codes, cyclic codes, Hamming and BCH
codes, the algebraic background required for their construction and decoding, codes for
asymmetric and unidirectional errors, and the use of coding for on-line error detection and for
protecting hardware against faults and malicious attacks.
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Parallel Computing with GPU GPU-2 "7ajm a1w'n
NNoN NI7'n nxINnn oY NI'VIAY NIyY | 100no 1o0n
olipn
GPU, CUDA, Parallel [NTN9 '0IN '91ND 7awna 0'"pnn X7 N 83920
Computing, Accelerators

This course introduces parallel programming on graphics processing units. The course covers the
GPU architecture and its memory hierarchy, the CUDA programming model - threads, blocks, warps
and grids - and the practical aspects of writing efficient parallel kernels, including memory
coalescing, use of shared memory, branch divergence, occupancy and synchronization. The
students apply these concepts to accelerating computational problems and to profiling and

optimizing their implementations.
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